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Attack Category * ldentity Spoofing
Vulnerability Category e Privilege escalation problem
» Access Control
Softwar e Context * Authorization
Location
Description The results of getlogin() should not be trusted.

The getlogin() function returns a pointer to a string
that contains the name of the user associated with
the calling process. The function is not reentrant,
meaning that if it is called from another process,
the contents are not |ocked out and the value of

the string can be changed by another process. This
makes it very risky to use because the username can
be changed by other processes, so the results of the
function cannot be trusted.

Also, according to the Linux man page:
"Unfortunately, it is often rather easy to fool
getlogin(). Sometimes it does not work at all,
because some program messed up the utmp file.
Often, it gives only the first 8 characters of the login
name. The user currently logged in on the controlling
tty of our program need not be the user who started
it. Avoid getlogin() for security-related purposes.”

Guidance: Using names for security purposesis
not advised. Names are easy to forge and can have
overlapping user |1Ds, potentially causing confusion
or impersonation.
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getlogin
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Solution Solution Solution
Applicability | Description Efficacy

1. http://buildsecurityin.us-cert.gov/bsi-rules/35-BSI.html (Barnum, Sean)
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When login Never trust Somewhat
user nameis the results of effective.
needed. the function Eliminates risk
getlogin(). Use |of buffer being
getlogin_r() overwritten, but
instead, which | other risks may
is reentrant, persist.
meaning that
other processes
are locked out
from changing
the username.
Signature Details char *getlogin(void);
Examplesof Incorrect Code /* The following i s not

trustworthy */

char *userNane = getlogin();

Examples of Corrected Code /* The following is nore

trustworthy, but still has
possi bl e i ssues */

const int userNaneSi ze =

L _cuserid; // Standard nacro

gi ving size of user nanes

char user Nane[ user NaneSi ze] ;

if (getlogin_r(userNane,

user NaneSi ze)) { handl eError(); }

Sour ce Reference *  Rough Auditing Tool for Security (RATS)?
Recommended Resour ce *  Linux man page for getlogin(), getlogin_r()®
Discriminant Set Operating System +  Windows
L anguages e C
o C++
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